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U.S. ARF Engagement Plan

In July 2019 the Trusted CI NSF Cybersecurity Center of Excellence started an
an engagement process with the U.S. Academic Research Fleet to explore the
current cybersecurity landscape across of vessels in the fleet and facilitate
future directions and best practices for the fleet as an NSF large research
facility.
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Roles and Responsibilities
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Goals and Objectives

1. Document Review - For Trusted Cl to review available policies, procedures, and
documentation pertaining to the security of ARF as an organization and to the ships organized
through UNOLS.

Provide a Report - For Trusted Cl to wrile and deliver a report to the ARF providing
for how ARF's cybersecurity be improved to

reduce cybersecurity isks (o the research
their vessels and services.

3 cs i To €I, practices, and

requirements and develop a set of improvements which are practical for the ARF to implement.
. ClRecommendations - Determine an optimal organizational and resourcing siructure to

better equip the fleet to handle the evolving Cl and cybersecurity demands of fleet

consti

Common Controls - Develop a common set of security practices which can be.

implemented across the fleet to allow ships both to adhere to cybersecurity requirements

such as IMO 2021 and to adequately secure the growing body of operational

cyberinfrastructure onboard.

Timeline
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Current Status - August 2019

« Starting in July weekly engagement meetings are being
ctex

Vessel Operators have been asked o provide a Docur
hecklis to Trusted Cl by Aug 30.
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