
ARFSEC

Cybersecurity for the U.S Academic Research Fleet

Joint project of OmniSOC, a part of REN-ISAC, and the Center for Applied Cybersecurity Research (CACR) at 
Indiana University, funded by Cooperat ive Agreement with NSF

● Previously a contract with OmniSOC, now a joint 

project of OmniSOC and CACR at Indiana 

University funded by a Cooperative Agreement 

with the NSF.

● Same staff, same mission:

○ Provide the fleet with a cybersecurity 

program and services to assist ship 

operators to maintain safe and reliable 

operations, meet regulatory requirements, 

and provide platforms to enable scientists to 

conduct research on the world’s oceans, the 

Great Lakes and polar regions. 

● Contact us:

○ Email - arfsec@iu.edu



ARFSEC team

Mike Simpson
CISO

Ishan Abhinit Mikeal Jones
Deputy CISO

Will Drake Vishal Bhardvaj



ARFSEC Three Categories of Services:

1. Cybersecurity Operations & Technical Support

2. Cybersecurity Awareness & Organizational Resilience

3. Cybersecurity Governance, Risk, & Compliance



Cybersecurity Operations & Technical Support

Technical systems that enable cybersecurity operations across the fleet.

● Log and network monitoring, analysis and alerting, still using OmniSOC.

● Deploy and maintain network honeypots.

● General technical cybersecurity consulting to ship operators.

● Network vulnerability scanning and reporting.



Cybersecurity Awareness and Organizational Resilience

Strengthening fleet-wide cybersecurity culture and preparedness.

● Resources to prepare ship operators for Incident Response:

○ Developing policies and procedures.

○ Conducting tabletop exercises and cyber-incident drills.

● NSF Ship Inspections 

● Community participation to share knowledge, support coordination, and gain insight 

into the cyberinfrastructure and threat landscape unique to fleet operations.

● Cybersecurity awareness training.



Cybersecurity Governance, Risk, and Compliance

Address cybersecurity risk and reduce the burden of navigating cybersecurity regulations and requirements.

● Supporting ship operators in:

○ Assessing risk

○ Identifying and implementing mitigation strategies

○ Documenting compliance

○ Preparing for inspections. 

● Support both the advancement of cybersecurity in service of operational and research 

missions, and the fulfillment of obligations imposed by external regulations and the 

ship operators’ parent institution.
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