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What Do You Think Troubl




- Troubleshooting is a form of problem solving, usually
applied to machines or systems that have failed PROBL[M

. It is the use of one or more structured
methodologies to identify root (or most likely) cause SOLVINC

. Often combines a process of elimination or a
diagnostic flow to isolate a specific cause

- It is a skill that can be learned, improved upon and
applied to one’s expertise (or lack thereof)

. Itis critical thinking. Not guessing or magical
thinking.

problem Thiv\kin\g solution



Putting The Cart Before The Horse

THERE'S YOUR PROBLEM




. Step 1: Clearly identify and state the nature
of the problem

. Step 2: Identify the end goal or “how it
should work” (What is working state?)

. Step 3: Confirm the problem exists
(reproduce!)

. Step 4*: Identify the simplest form in
which the problem can be reproduced

. Step 5: Assess which troubleshooting

methodologies might be best for the given
issue
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Understand Your Problem!
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Common Examples Of Problem Causes




- Troubl ESIIJF

bach A Problem




- This method usually involves inventing (guessing)
various possible problems and then trying to
prove your problem fits into them

. Often used by beginner troubleshooters, tends to
be a “natural” way of approaching problems

- Very poor methodology, low accuracy and often
time consuming. Depends a lot on luck.

- Many problems may have possible causes that
aren’t even considered with this method

- Can be used by those very experienced with a
system as the guesses are likely quite accurate




Serial (Linear) Troubleshooting Method




- Involves dividing the problem “roughly” in half (or
into logical sections) to isolate where the problem is.
The system is further divided until few possibilities
remain

- Helpful in isolating large swaths of possible problems

- Great to use early in troubleshooting to focus other,
more appropriate troubleshooting methods later

- May not allow full isolation of the problem due to
inability to divide further or with enough granularity

.- Can also be gamed (i.e. play 20 questions)

Problem

N

Sub-Problem Sub-Problem

/N N\

Sub-Sub-Problem  Sub-Sub-Problem Sub-Sub-Problem  Sub-Sub-Problem

L

Solve Solve Solve
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The “What Changed” Method




The Process Of Elimination Method




The Probable Cause Method




The Five Why’s Method




The Top-Down or Bottom-Up Method




The Detective Method




Other Troubleshooting Methodologies




"Helpful F ctlces




Establish Or Update Documentation

;4 YRS TOLD THERE \1
ULD;BEDNOCUMENTATION

Lﬂ




Ask For Help / Talk About Your Problem




outputs that are necessary for system

- When understanding complex systems, a -
flow diagram is often a helpful reference
- Documents, at a high level, how the given
system works, along with various inputs or - ’ -

operation .
. This flow diagram can be used with nearly

all diagnostic methods - - -

. Very useful for “consults” when you ask for L
assistance and may need to bring others up
to speed




Deeply Understand Practicality & Causality

Correlation Vs. Causation




- Both of these scenarios make the
troubleshooting process inherently more difficult

- An intermittent issue is defined as one that does
not have a known reproduceable cause

- Multiple issues can often interfere with
troubleshooting as singular resolutions aren’t
QEINE

- Try to establish the detective method, when
possible!

. Best of luck!




Negative Results Are A Positive
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Go Deep - n
eep
Logging vs. D
. Debuggi
gging
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. Often seems “managerial” in nature, but it
serves the purpose of formalizing the
troubleshooting process and problem
resolution

. Usually results in a document that can then
be put into documentation or referenced
otherwise

Most scientists regarded the new streamlined

. Helpful as a teaChlng method for OtherS, peer-review process as ‘quite an improvement.’
builds broad awareness of the system
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Keep A Long Term Troubleshooting Journal
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Recency Bias
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Frequency Bias

~ NOT SURE IETHIS MEME
IS SUDDENLY HEIIWJIIEIIE
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OR, I'M JUST STARTINGTO NOTIGE IT MORE




- Example: | just saw this problem yesterday. It looks like
| need to do the same fix again today.

- Often affects those who are gaining expertise in a
system, before every possible cause has been
enumerated

- People well versed in a discipline will be inclined to limit
diagnostics within their discipline

- Often can indicate that root cause has not actually been
determined

- Important to consider these incidents are likely
symptoms and not causes




The Professional’s Bias

STAND BACK

I’M A PROFESSIONAL




Troubleshooter Induced Problems

‘Maybe i am‘the
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