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Trusted CI:
The NSF Cybersecurity Center of Excellence

Our mission: The mission of Trusted CI is 
to enable trustworthy NSF science by 
partnering with cyberinfrastructure (CI) 
operators to build and maintain effective 
cybersecurity programs, publishing 
resources that are valuable to the 
broader NSF community, and supporting 
the processes, tools, and knowledge to 
secure NSF research progress.

https://trustedci.org/

https://trustedci.org/


What are your OT procurement stories?

○ Question section at the end of this webinar

○ We would like to hear your own stories about
security issues with OT and procurement of OT



What is Operational 
Technology (OT)?

➢ Connected

➢ Non-standard computing
resources

➢ Part of Infrastructure

➢ Part of science mission

➢ Part of an organization's
attack surface

Image credits: Sean Peisert & Mikeal Jones



A few historic major attacks involving OT

• Target POS breach through HVAC system (2013)

• Ukrainian Power Grid (2015)

• Colonial Pipeline attack (2021)

• Polish Train System (2023)



OT security issues

✘ Install & Forget

✘ Company is slow to update firmware

✘ Company out of business or one and done

✘ Lack of security features

✘ Default and hardcoded passwords

✘ Doesn't integrate well with existing SOC tools

✘ Lack of logging

✘ Active exploits

✘ Jump point to privileged network



Procurement matters

➢ The wrong product can be hard to secure

➢ Lack of involvement of security staff in procurement 
process

➢ Questions aren't sent to vendor or go unanswered

➢ Vendor has little pressure to address issues



Poll for the audience

• Have you run into an issue with your piece of equipment after procurement?  
• Does your organization or project conduct and inventory of your operational 

technology assets? 
• Does your IT support and cyber security program explicitly cover your OT assets or is 

that in a separate group?



Existing Solutions

➢ HECVAT & HECVAT Lite

➢ Ad hoc questions from each customer

➢ [Trust the sales pitch]



Why we decided to make our own

➢ Focus on Science needs
• Many different sensors
• Data integrity
• Limited budget
• Long procurement to production process

➢ No clear questionnaire tool for OT

➢ Need in research community for a solution

➢ Aligns with Trusted CI's mission



Development process

➢ Brainstorming

➢ Gather issues

➢ Interviews with community

➢ Interview with vendor

➢ Review HECVAT

➢ Consolidate into
unique questions



Updates and what we've done since we 
released it.

➢ Revised matrix

➢ Created use guide

➢ Promoted and tracked use

➢ Panel discussions

➢ Future changes



The questionnaire matrix

https://www.trustedci.org/secure-by-design

Matrix: https://zenodo.org/records/13830599

Matrix guide: https://zenodo.org/records/13743314
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The questionnaire matrix (Part 2)

https://www.trustedci.org/secure-by-design

Matrix: https://zenodo.org/records/13830599

Matrix guide: https://zenodo.org/records/13743314
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The questionnaire matrix (Part 3)

https://www.trustedci.org/secure-by-design

Matrix: https://zenodo.org/records/13830599

Matrix guide: https://zenodo.org/records/13743314
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The questionnaire matrix (Part 4)

https://www.trustedci.org/secure-by-design

Matrix: https://zenodo.org/records/13830599

Matrix guide: https://zenodo.org/records/13743314
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Sample question: 

#5

➢ Related CIS control: 3.3

➢ Requirement: The product must provide a 
mechanism to prevent unauthorized access 
to data.

➢ Question: Can access to data be restricted
to prevent unauthorized access?

➢ Example answers:
• Yes, the control interface requires a numeric 

pin to be entered to access data



Sample question: 

#22

➢ Related CIS control: 12.1

➢ Requirement: Network devices which are included
as components of the product should be capable of 
being patched to fix security vulnerabilities.

➢ Question: Do all network devices included with the
product provide a mechanism of patching security vulnerabilities?

➢ Example answers:
• Yes, there is a web interface where you can upload new firmware, which is 

available from updates.companyname.com
• Yes, you will need to subscribe to a support plan for access to updates
• No, we fired our programming staff after making the product



Using the Matrix



How to use the questionnaire matrix:
Summary of Major steps

1.

Prepare
customizations 
as a team

2.

Distribute
to vendors

2.1

Conduct Q&A
with vendors & team 
members iteratively

3.
Team review
of vendor responses, 
requests clarification 
as needed

4.
Final review
and comparison 
involving Risk Officer 

to select vendor(s)



Step 1: Prepare as a team

Who to involve What to do

● Facility leadership

● IT & OT technical staff
● Project management staff

● Procurement staff

Team should identify who will be responsible 
for addressing particular types of vendor 
questions. 

Examples include technical staff such as 
cybersecurity plus the appointed Risk Officer.

1. Review the Matrix questions

2. Identify which are relevant
a. Not everything is applicable
b. Some things may require more detail
c. Certain certifications (e.g., ISO) may or may 

not be important

3. Customize Matrix for current procurement



Step 2: Distribute to vendors

Procurement lead 

distributes customized 

Matrix to vendors

Set expectations 

for Q&A between 

vendor and team



Step 2.1: Vendor Q&A

➢ Procurement team carefully evaluates vendors’ responses

➢ Determine if responses are acceptable based on your cybersecurity program

○ don’t hesitate to reach out for support, e.g., Trusted CI, if a vendor response appears 

obfuscated or confusing

➢ Draft clarifications or additional questions and re-submit to vendor(s)

○ consider this a form of negotiation

➢ Record/document all the team’s decisions/progress



Step 3: Team reviews responses 

➢ Review responses for conflicting or unclear information
• Develop clarifying questions to send back to vendor

➢ For "no"s, determine if a mitigating control can be used

➢ Compare the risk of product based on “no”s along with their 
mitigating controls, to alternative products if available

➢ Find a balance between accepted risk and mitigated risk suitable for 
completing the mission

➢ Keep in mind that science is the mission



Step 4: Final review 

➢ Seek Additional Details and Clarification As Necessary

➢ Discuss Internally and Perform Risk Assessment

➢ Develop Plan to Implement Mitigating or Compensating Controls

➢ Plan for Obsolescence

➢ Procure?

➢ Develop Asset/Integration Management Plan



Resources

The Matrix: https://trustedci.org/ot-matrix

Google Sheets Version: https://trustedci.org/ot-matrix-sheet

The Guide to the Matrix: zenodo.13743313

The Matrix One-Pager: OT-Matrix-One-Pager.pdf
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Questions
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