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Our mission: Trusted CI enables 
trustworthy NSF science by partnering 
with cyberinfrastructure (CI) operators 
to build and maintain effective 
cybersecurity programs, publishing 
resources that are valuable to the 
broader NSF community, and 
supporting the processes, tools, and 
knowledge to secure NSF research 
progress.

Trusted CI:
The NSF Cybersecurity Center of Excellence

https://trustedci.org/

https://trustedci.org/


Development of the Trusted CI Framework and Trusted CI Framework Implementation Guide 
(FIG)

Establishment of five Framework Adoption Cohorts (ARF participated in 2023)

Impact the 2022 NSF Research Infrastructure Guide (RIG), which references the FIG and closer 
alignment with the Trusted CI Framework (§6.3).

Through deep foci in specific domains, gained insights into trustworthy data, software assurance, 
operational technology, and security by design — developed  the Trusted CI Guide to Securing 
Software, the Roadmap for Securing Operational Technology, and OT Vendor Procurement Matrix.

Worked with CCRV and RCRV on Secure by Design

Hosted the (growing) annual NSF Cybersecurity Summit to now over 150 attendees each year.

Six month engagement with ARF in 2019

Highlights of The Past Five Years of Trusted CI



● October 20-24, 2025 at Boulder, CO

● Program agenda is community-driven based on responses to community polling, 

session proposal submissions, and trending topics

● Summit format includes:

○ Plenary sessions

■ Presentations

■ Panel discussions

■ Lightning talks

○ Workshops and training

○ BoFs and “Community of Practice” meetings

● Videos of sessions available online 

NSF Cybersecurity Summit

https://trustedci.org/summit 

https://trustedci.org/summit


Trusted CI Webinars
● Provides readily available cybersecurity services 

tailored to the NSF science community
● Webinars are presented live on the 4th Monday of 

the month
● Visit https://www.trustedci.org/webinars for 

recordings and presentation materials

https://www.trustedci.org/webinars


The Trusted CI Framework
The Trusted CI Framework establishes the best cybersecurity practices for cybersecurity 
programs.

● 16 clear and concise requirements. 

● Based on best practices and evidence of what works.

● Designed to be universal and timeless.

It focuses on foundational decisions about:
Mission Alignment, Governance, Resources, and Controls.

This goes beyond technical controls to address the full spectrum of cybersecurity best 
practices.

 https://www.trustedci.org/framework
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Framework 
Adopters

https://www.trustedci.org/framework

https://www.trustedci.org/framework/cohort


Ambassadors to Major Facilities

To better support the cybersecurity needs of the NSF Major Facilities, 
Trusted CI now assigns a staff member as an "ambassador" to each 
facility. This helps Trusted CI maintain connections with all the facilities, 
including an up-to-date understanding of cybersecurity needs.

https://www.trustedci.org/ambassadors 

https://www.trustedci.org/ambassadors


• NSF MFs deploy operational technology that can have an operational 
lifetime of 15-30 years.  

• Typically no cybersecurity requirements during acquisition and design.

• Trusted CI is engaging with NSF MFs undergoing construction to build 
security into from the outset.  

• Support acceptance testing of the NSF-funded Regional  Class 
Research Vessels (RCRVs) at Oregon State University

• Support Scripps Institution of Oceanography’s design of the 
California Coastal Research Vessel (CCRV).

• Support the Ocean Observatories Initiative (OOI)’s refresh of its 
fleet of gliders and other AUVs 

• Engage with the U.S. Antarctic Program (USAP)’s design of the 
Antarctic Research Vessel (ARV)

• Trusted CI will continue to support these and other interested NSF 
facilities with CI undergoing design, construction, or refresh to support 
security early in the process.

Security by Design of NSF Major Facilities

https://blog.trustedci.org/2023/01/announcing-2023-trusted-ci-annual.html

U.S. Academic 
Research 

Fleet

U.S. Antarctic
Program

https://blog.trustedci.org/2023/01/announcing-2023-trusted-ci-annual.html


In late 2023, Trusted CI published the Operational Technology 
Procurement Vendor Matrix to assist those in leadership roles 
during the procurement process.

Intended to help formulate questions for vendors to discuss security 
controls on OT devices associated with research CI.

The Matrix includes controls, control requirements, questions for 
vendors, tips, mappings to standards (e.g., CIS), and real-world 
examples justifying controls.

Sept. 2024: Version 2 published including additional columns, 
including mappings to MITRE ATT&CK, and ISO/IEC 27002 and 
62443; also Guide to Using the Trusted CI OT Procurement Matrix 

Security by Design of NSF Major Facilities

zenodo.org/records/13830599

zenodo.org/records/13743314 

https://zenodo.org/records/13830599
https://zenodo.org/records/13743314


Trusted CI Partners
https://trustedci.org/partners

REN-ISAC



Staying Connected with 
Trusted CI

Trusted CI Webinars

4th Monday of month at 11am ET.

https://trustedci.org/webinars

Follow Us

https://trustedci.org 

https://blog.trustedci.org 

Slack

Email ask@trustedci.org for an invitation.

Email Lists

Announce and Discuss

https://trustedci.org/trustedci-email-lists 

Ask Us Anything

No question too big or too small.

info@trustedci.org

NSF Cybersecurity Summit

October 20-24, 2025 | Boulder, CO 
https://www.trustedci.org/summit 

https://trustedci.org/webinars
https://trustedci.org
https://blog.trustedci.org
mailto:ask@trustedci.org
https://trustedci.org/trustedci-email-lists
mailto:info@trustedci.org
https://www.trustedci.org/summit
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Experiences from SIO (CCRV), OSU (RCRV), 
and OOI in Cybersecure-by-Design with 
their collaborations with Trusted CI's 
Secure By Design Team

2024 RVTEC

John Zage, moderator

October 21st, 2024



Panelists
• Christopher Romsos (OSU): RCRVs
• Jon Meyer (SIO): CCRV 
• Craig Risien (OSU): OOI 



Chris Romsos

Chris Romsos is a Systems 
Engineer for the Regional Class 
Research Vessel Project at 
Oregon State University where 
he's contributed to the 
scientific design and 
specifications for the RCRVs 
and now works with the vessel 
transition team. 



Jon Meyer

Jon Meyer is Information 
Systems Manager within 
Shipboard Technical Support at 
Scripps Institution of 
Oceanography, helping lead 
SIO's oceanographic fleet in 
collecting and distributing high 
quality data from our oceans, 
worldwide, including security.



Craig Risien

Craig Risien is the project 
manager for the NSF Ocean 
Observatories Initiative (OOI) 
data center that Oregon State 
University has operated and 
maintained since July 2021. He 
is currently working with the 
OOI CI Systems team and Dell 
EMC to design and build a new 
data center that will support 
OOI through September 2028.



Procurement Vendor Matrix Examples 
from RCRV
Vendor Name ID# and Question Answer

Vendor 1 10. Can accounts be disabled, including 
unused default accounts?

No. They can only be added 
or removed in development.

Vendor 2 3. Will the product receive software security 
patches throughout the product's intended 
lifecycle?

Can be setup on email 
updates for software/firmware 
updates

Vendor 2 10. Can accounts be disabled, including 
unused default accounts?

No OS on devices, Only one 
access into WinDiscovery/ 
password



Procurement Vendor Matrix Examples 
from RCRV
Vendor Name ID# and Question Answer

Vendor 3 3. Will the product receive software security 
patches throughout the product's intended 
lifecycle?

Yes, for IPTV server. STB are 
using unsupported Android 
version.

Vendor 3 14. When connected to the internet, can the 
product software be configured to 
automatically apply security updates?

System is not connected to 
the Internet


