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® Switches should never be connected back to themselves unless you know what

you are doing!
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IPv4 address in dotted-decimal notation

172 . 16 .254 . 1
\ 4 \ 4 4 \ 4

10101100.00010000.11111110.00000001 |

L I 1 |
T T

8 bits

I
32 bits (4 bytes)

work interface

are).

T

* |IP addresses ar fire alls to get traffic you

request where it needs to go and to return t at traffic to you.

® Almost every network has three components: Network ID, host IP’s and broadcast IP.
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/ route

are, they just

* Op’rl | net\ exal plé, you're in Alaska, then
you're at UAF, then you're | n you're on the 2" floor of the Woods Center.

® Subnets establish broadcast domains, or the extents to which broadcast traffic can reach.
Broadcast traffic can reach all clients on a network.




as

Subnet Mask

[
3

1 0 /32 055.056.255.065
e 2 1 /31 055.255.255.054
i a2 /30 055.255.256.252
® 255.0.0.0 8 3 /29 255255255248
e i 16 4 /28 056.255.255.240
e T : s 32 5 /27 055.255.255,224
® 255.255.255.255 = = O S 64 6 /26 255.256.255.192
128 7 /25 055.255,255.128

o i 056 8 /24 055.256.255.0

e 255.255.255.252 — /30 — 2 hOSTS 512 9 /23 255.255.254.0

1K 10 122 255.256.262.0
2K 11 /21 255.255.248.0
4K 12 /20 255.255.240.0
8K 13 /19 255.255.224.0
16 K 14 /18 255.255.192.0
255.255.128.0



* Dedicated — Reserved for specific purposes. %f\

®* Examples include carrier grade NAT, multicast, etc.
My IP Address

192.168.1.1
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VLAN 1 VLAN 2 VLAN 3 VLAN 4
Management Computers VolP Cameras
10.X.1.0 /24 10.X.2.0 /24 10.X.3.0 /24 10.X.4.0 /24

>TO blish
* Trunks ar

ansr "";/erql VLAN’s of
traffic. |

® Allows multiple broadcast domains both across different hardware or on the same
hardware.




DISCOVER
Client searching for DHCP Server

OFFE_R
DHCP Server sending offer to Client
DHCP
REQUEST Server

Client request for IP from DHCP

Ag{
DHCP Server assigned IP to client
and send acknowledgement

figurations.

* Two static address

& oy

* Static addresses are when you configure the IP on the device

* Static reservations use DHCP to consistently offer the same address




WWwW.usipvB.com

L 1

DNS Client ONS Server

123.45.67.89

® DNS is _ 1€ works.

* Reverse DNS is the proces: ‘OT mdiching a < IPaddress to a domain

name.
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Metwork

i N Metwaork
p
10.1.1.0 / oAy = N 172.16.0.0
7 S,

Metwork Destination Exit
Protocol Matwork Interfaca
EIGRP 10.1.1.0 FAQM

OSPF 172.16.0.0 FAQi2

<
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'to get to

e ere, it sends the

rei

® Routers can have mu

clect the most optimal path to get

there and have a redundant path

T i

® Private networks cannot be routed over the internet, only over private networks or through VPN's,




| I’riple paths

® Each router you | e these in a traceroute.

®* When private network routers don’t know about network, they are typically
configured to send requests to the internet.




TCP/IP - model

HTTP  POP3

_________ > Application
UDP
_—_ —— Transport
T — Internet
———————— - Link
Ethernet protocol

cols used for

communicatior oday being TCP/IP.

( * Other commonly ugéﬂd"?ofols arﬁ"TMHTTPS, POP, FTP, etc.
O




Network Address Translation - NAT
192.168.1.2

L.

oy

Privet IP address Public IP Address
19216813 o . ,
s 192.168.1.1 N 202.45.1.1 ~ < —

i ~ . S
L_ = 1;1 _4.@..__- Q\\ Internet J
- o L

NAT |]’."'.'i"""
10216812

L/

\

many private

o NAT will elivered from and to the

appropriate clien

® NAT pools are sometimes used 'i'hrl'_dr'ger networks to prevent what is called port
exhaustion.
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- Modern radio

* Collision avoidanc > IS nt over ap that could disrupt

communications with multiple transmitters or receivers on the same frequency.
&)
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. Lone hysical penetration,

whereas higl y more bandwidth.

* The frequency spectrum is divided into channels, or specific frequencies.

1 2 3 4 5 6 7 8 9 10 1 12 13 14 Channel
2412 2417 2422 2427 2.432 2437 2442 2447 2452 2.457 2462 2.467 2472 2.484 Center Frequency
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'r‘i"cryp’rion

° W is the 1 pec’r WPA3 soon, which

promises to be more secure an 0 shot mp |fy access for devices with limited

( accessibility. (e.g. no d|splqy)
&




= En’rerprlse ne works 2.1 X whic qu’rhen’rlcq’res speC|f|c users

( based on Usernqme/pqssword creden’rlals, and sometimes a certificate.
O
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®* If you can pi

can exist, though.

$ ping -c¢ 5 www.example.com

PING www.example.com (93.184.216.34): 56 data bytes

64 bytes from 93.184.216.34: icmp seq=0 ttl=56 time=11.632 ms
64 bytes from 93.184.216.34: icmp seg=1 ttl=56 time=11.726 ms
64 bytes from 93.184.216.34: icmp seg=2 ttl=56 time=10.683 ms
64 bytes from 93.184.216.34: icmp seqg=3 ttl=56 time=9.674 ms
64 bytes from 93.184.216.34: icmp seg=4 ttl=56 time=11.127 ms

--- www.example.com ping statistics ---
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 9.674/10.968/11.726/0.748 ms




C:\>ping 8.8.8.8 -1 2000 -f

Pinging 8.8.8.8 with 2000 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
BPacket needs to be fragmented but DF set.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

icC:\>
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after your last good
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response that has faile ‘narrow in what to look at.
Tracing route to one.one.one.one [1.1.1.11]
over a maximum of 38 hops:
. <1 ms {1 ms <1 ms 137.229.0.130

ms me suf—nx480—1-mgnt—vrf .ne.alaska.edu [192.168.255.2511]
ms ms suf—pabBol—1-ngmt—U4871 .ne.alaska.edu [192.168.254.1871]1
ms ms suf —nx488-1-PA-GRT .ne .alaska.edu [137.22%.252.1611
ms ms 289-193—-62-48.internal.acsalaska.net [289.193.62.481
ms ms xe—B-A-1-»2.nwc.acsalaska.net [63.148.116.681
ms ns aeB-r2.sea.acsalaska.net [63.148.116.671
ms ms gix.a513335%.com [206.81.81.181
ms ms s one.one.one.one [1.1.1.11

Trace complete.



Userssjowvhiteside >pathping google.com

racing route to google.com [172.217.14.2381
over a maximum of 30 hops:

SU-3DYSDA1 .ua.ad.alaska.edu [137.229.8.285]
137.229.8.13

= 4§ —mgnt—urf ne._alaska.edu [192_168.255.2511
swf-pabBeB-1-mgmt—V4871 .ne.alaska.edu [192.168.254.187]
suf-mx486-1-PA—GRT .ne.alaska.edu [137.229.252.1611
sws—nx488-1 _ne.alaska.edu [137.22%9_255_232]
aeB——202.icar—sttll-2.infra.pnw—gigapop.net [209.124.198.2161
72.14.223.77

33.125.243.193

- 249
18 sealdBsB2-in-fid.ilelBB@.net [172.217.14.238]

1
2
3
4
5
6
7
]
9

onputing statistice for 250 seconds...
Source to Here This HoderLink
op RIT LostsSent = Pct LostsSent = Pct Address
a SH—3DYSDXI.ua.ad.alaska.edu [137.22%.8.2851
i
B 108 8 137.229.0.138
B8/ 189 =3 swf—mxdsﬂ—i—mgmt—urf.ne.alaska.edu [192.168.255.2511
8- 188 74 s\Lf—pESBGB—i—mgmt—U4B71.nE.alaska.edu [192.168.254.1@71
8- 168 4 s?f—mx486 1-PA-GRT .ne.alaska.edu [137.22%_252_1611
i
6, 108 4 sws—mx48@—1.ne.alaska.edu [137.229.255.2321
B8/ 189 =3 a?B——ZBZ.icar—sttli—z.infra.pnu—gigapup.net [209.124.190.2161
s 198 2 72.14.223 .77
8- 108 = g 7%.125.243.193
.~ i
- 1088 209 .85.254.249
a8, H

[T - L Y-SR PR CR

i@ 4B0ms 8, 108 4 séa3BsBZ—in—f14.leiﬂB.net [172.217.14.2381

race complete.




tslserssjowhiteside »ns lookup
Defaunlt Server: aduafnz.alaska.edu
Address: 137.229.15.5

> zerver 1.1.1.1
Default Server: one.one.one.one
Address: 1.1.1.1

» google.com
SErVEr: ONE.One.one.one
Addres=z: 1.1.1.1

"~ Mon—authoritative anzswer:
Mame : google.com
Addrezsses: 26@87:f8bA:400a:803: :2008e
172.217.14.286

> 172217 .14 286
SEPrUEr: ONEe.one.one.one
Address: 1.1.1.1

Mame : sealBz@l—-in—f14.1elBB@._net
Address: 172.217.14.286

>




1\\; WHAT A ROUTING LOOP LOOKS LIKE

O
® Routing loops are somewhat rare, but look very distinctive from a

troubleshooting perspective.

® Routing loops are almost always configuration problems or a result of

compounding dynamic routing protocol problems.

D:utils»>tracert -h 18
Tracing route to 192.!
1 <1 <1
with 32 bytes of data: : <1 <1
: TTL expired in transit.

=
[ay]

C:>ping 19:

2.
2.
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Pinging 19
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Reply from : : TTL expired in transit.

-
-
-
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Reply from : TTL expired in transit.

a2
=}

=
[Nx]
L T S T LS I S 1
-
S [=
(s3]
oa

=
[Xs)

Reply from
Ping statistics for 192.168.1.1@:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss
Approximate round trip times in milli-seconds:

: TTL expired in transit.

d Ra pa
d Ra pa
d Ra pa
=
[T= R 1=]
=g

C
o O
c1 G0
L
d ka2l k2

L

L

L
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=]

L
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3
2
3
2
2 3
152.168.3
2
2
2
2

F-Y
F-Y
[
[¥a]

s
L

Minimum = @ms, Maximum = 8ms, Average = @ms ] 4
Trace complete.




Reply from 192.168.1.1: bhytes=32 time<lims
Reply from bytes=32 time<ims
Reply from bytes=32 time<{lims
Reply from hytes=32 time<{lms
Reply from 192.168.1.1: hytes=32 time<ims
Reply from 192.168.1.1: bytes=32 timedims

Request timed out.

Reply from 192.168.1.1: bytes=32 time<ims
Request timed out.

Request timed out.

Request timed out.

Reply from 192.168.1.1: hytes=32 time<ims TTL=64
Reply from 192.168.1.1: hytes=32 time<{ims TTL=64
Request timed out.

Reply from 192.168.1.1: bhytes=32 time<{ims TTL=64
Request timed out.

Reply from 192.168.1.1: bytes=32 time<{ims TTL=64
“Reply from 192.168.1 bytes=32 time<{ims TTL=64
Reply from 192 .168.1. bytes=32 time<{ims TTL=64
Request timed out.

Reply from bytes=32 time<{ims TTL=64
Reply from . 1. bytes=32 time<{ims TTL=64
Reply from bytes=32 time<{ims TTL=64
Reply from bytes=32 time<{ims TTL=64
Reply from bytes=32 time{ims TTL=64

Ping statistics for 192_.168.1.1:

Packets: Sent = 1047. Received = 18408, Lost = 7 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ims. Average = Bms
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BUYAN SEXRSS A o722 EEQQan @B8% &

366 11.767290  192.168.0.31 192.168.0.28 Swre Get-response SWPVZ-SiI:ienterprises.11.2.3.9.4.2.1.4.1.5.7.1
Teaass lsieo PR R Er S e s R
7% e 162.166.0.28 i o Sy e R R R b
Zacon 103 ce0 e e Eaari ey v e con

12.312727  192.168.0.28 64.236.91.21 TeP 56606 > Nitp [SYN] Seq=0 Win=8192 Len=0 NSS=1460 wS=2
Stians oriesn 1521366.0.28 TCh Prip'> S6G0 [y ACK] SeqcD Adke1 Win-BI02 Lan-d ps-1460
it siashoiss Sersa TEh 5000 > Mito (10K} Sequl Adke1 Wn-17520 Len-d
SrE e TG hty>"56606 DAOK] S Acks45 wine6960 LeneD
et snn 15iee 00 T [P Seoment of s restsespiea rou

miasE LAl 1o5:30m.0:28 T [Rce Selent of 3 reassennied rou)

Frane 384 (167 bytes on wire, 167 byces captured)
Etherne 12, Src: Sparklan 04:d0:Se. (00:0e:8a:04500i0%), DSt: HorWaiPr_26:66:s2 (00:1c126:26:66:32)
Incernet protocol, Src: 192.168.0.1 (192.168.0.1), bst: 192.166. 5.0.28)
User Datagran protacol, src Port: dosafn (53), st port: 62872 (62872)
Donafn nane Systen (response)

[Tine: 0.035772000 seconds]
Flags: 0x8180 G

(standard query response, to errar)

Suchor-ty as: 0
ons1 i 0

o, com. con: type A, class 1
X (host aodress)
(oxo00n)

& wor. can.con: type A, class

. ader 64.236.92.21

5 76 66 22
8 35 3 &
b 35 £3 95

2 00 0 e

56 5 36 34 & BE 50 63 00 ox 05 50 b0 oi.e

Network applications __ ing packets from one interface to

another.




cenarios only, on

Scan Jools Profile Help
e dm ©
Intense Scan on en.wikipedia.org ks

Target: |en.wikipedia.org ~ | Profile: [Intense Scan

Command: |nmap -T Aggressive -A -v en.wikipedia.org|

Hosts Services Ports / Hosts | Nmap Output | Host Details | Scan Details

OS5  ost Starting Nmap 4.6 ( http://nmap.org ) at 2008-04-23 23:51 EDT
Initiating Ping Scan at 23:51
Scanning 208.80.152.2 [2 ports]
Completed Ping Scan at 23:51, 0.06s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 23:51
Completed Parallel DNS resolution of 1 host. at 23:51, 0.85s elapsed
Initiating SYN Stealth Scan at 23:51
Scanning rr.pmtpa.wikinedia.org (208.80.152.2) [1715 ports]
Discovered open port 80/tcp on 208.80.152.2
Discovered open port 22/tcp on 208.80.152.2
Completed SYN Stealth Scan at 23:51, 12.0ls elapsed (1715 total ports)
Initiating Service scan at 23:51
Scanning 2 services on rr.pmtpa.wikimedia.org (208.80.152.2)
Completed Service scan at 23:51, 6.19s elapsed (2 services on 1 host)
Initiating 0S detection (try #1) against rr.pmtpa.wikimedia.org
(208.80.152.2)
Retrying 0S detection (try #2) against rr.pmtpa.wikimedia.org (208.80.152.2)
208.80.152.2: guessing hop distance at 19
Initiating Traceroute at 23:51
Completed Traceroute at 23:51, 8.25s elapsed
Initiating Parallel DNS resolution of 21 hosts. 5
Completed Parallel DNS resolution of 21 hosts. at 23:51, 2.50s elapsed

Host rr.pmtpa.wikimedia.org (208.80.152.2) appears to be up ... good
Interesting ports on rr.pmtpa.wikimedia.org (208.80.152.2):

Not_shown: 1760 closed ports

PORT STATE  SERVICE VERSION

22/tcp  open ssh OpenSSH 4.3p2 Debian 8ubuntul.l (protocol

2.0)

¥ Enable Nmap output highlight Preferences Refresh




loss.

y see it
ion and not

®* What |sn’r’rhe e can ofte important 1 an what is there. Knowledge

( of protocols and expected behqwor is sometimes required.




o ’ry to transfer

vit “optimization.
; Current |nd|c L '§n as 2020 or 2021.

®* Has been tried before, bu’r the internet is sllgh’rly more popular now than the 90’s.




Scale: 1 Pixel =10 Km /6.2 mi

Orbital Altitudes of many significant satellites of earth

e}
2000 Km / 1243.7 mi

Qkm /mi-Sea Level
37.8 km / 23.4 mi - Self Propelled Jet Aircraft Flight Geiling (Record Set in 1977).
215 km / 133.6 mi - Sputnik-1 The first artificial satellite of earth

340 km / 211.3 mi - Intemational Space Station.

390 km / 242.3 mi - Former Russian Space Station MIR.

595 km / 368.7 mi - Hubble Space Teles 35,786 km )
Geosynchronous (GEQ) and Geostationary (GSO) Satellites.

[700 - 1700 km] - Polar Orbiting Satelites. Geosynchronous sateliites orbit the Earth at the same rate that the

[435 - 1056 mi] 20,350 km Earth rotates. Thus they remain stationary over a single line of longitude.

A geostationary satellite will remain in a fixed location as observed |
from the earths surface, allowing a satellite dish to be alligned to them
This particular alfitude marks the border between the MEQ and

GPS (Global Positioning System) Satellites
These Satellites are on a Semi-synchronous Orbit (SS0)
meaning that they orbit the earth in exactly 12 hours (twice per day)

HEOQ Zones.
!
'l'_Eo ;::: MEO Zone HEO Zone
(Low S| (Medim Eartn Ortiy (High Earth Orbit)
2000 Km / 1243.7 mi
600 - 800 km / 372.8 - 487.1 mi - Sun-synchronous Satellites
These satellites orbit the Earth in near exact polar orbits north to south.
They eross the equater multiple times per day and each time they are at the same angle
with respect to the sun. Satelites on these types of orbits are particularly useful
for capturing images of the Earih's surface or images of the sun.
i ; ——
Scale: 1 Pixel =100 Km / 62.1 mi 20000 Km 12437 4 mi 384,000 km
1 The Moon
MEO Zone HEG Zone S
(Medium Earth Grbit) (High Earth Orbit)
LEO Zone
(Low Earth Orbit)




operators.
ote operating

areas gi

® Future network designs may need to accommodate multiple providers for

redundancy purposes.
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* Frequency spectrum rable for high bandwidth

applications. Expec“’r 12-18GHz (KU band) with progressive pitch preventing
interference with existing geosynchronous satellite technologies.
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® Primary initial focus is on Alaska and other northern communities.
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* Will resell serv Datapo , potentially as early as 2021.

( The full Aleutian chain W|II I|ke|y reqUII‘e qddmonql satellites.
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