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1.

 

Reconnaissance

 

(gather information about the target system or 
network)

2.

 

Probe and attack

 

(probe the system for weaknesses and deploy 
the tools)

3.

 

Toehold

 

(exploit security weakness and gain entry into the 
system)

4.

 

Advancement

 

(advance from an unprivileged account to a 
privileged account)

5.

 

Stealth

 

(hide tracks; install a backdoor)
6.

 

Listening post

 

(establish a listening post)
7.

 

Takeover

 

(expand control from a single host to other hosts on 
network)

“Catapults and grappling hooks: The tools and techniques of information warfare,” IBM 
Systems Journal, Vol. 37, No. 1, 1998 
http://www.research.ibm.com/journal/sj/371/boulanger.htmlhttp://www.research.ibm.com/journal/sj/371/boulanger.html

http://www.research.ibm.com/journal/sj/371/boulanger.html


Data Theft and Espionage (Industrial 
and National Security)
Fraud
Disruption of Operations
Extortion



Targeted “spam” with trojan horse, “lost” USB 
thumb drives in parking lots, etc.
•

 
Executable attachments

•

 
Media files, documents, embedded content

•

 
Key loggers or “root kits”

 
installed

•

 
Data exfiltrated

 
by POST or reverse tunnel through 

firewall
Surplused equipment!
http://www.computer.org/portal/cms_docs_security/security/v1n1/garfinkel.pdf





Unauthorized access to steal data, 
media
Phishing (social engineering via 
email)
Key logging, or screen capture (attack 
virtual keyboards)
HTTP POST interception



Social engineering and exploiting trust
Bypassing technical defenses
Eluding capture through concealment
Avoiding detection for long periods of 
time



1.

 

Exploitation of remotely accessible vulnerabilities in 
the Windows LSASS (139/tcp) and RPC-DCOM 
(445/tcp) services

2.

 

Email to targets obtained from WAB except those 
containing specific substrings (e.g., “icrosof”, “ecur”

 

, 
“.mil”, etc.)

3.

 

Messaging AIM and MSN buddy list members with 
randomly formed sentence and URL

4.

 

Trojan Horse S
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on free download site
5.

 

Trojan Horse dropper

 

associated with “celebrity video 
clips”S
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Information Assurance (IA) is defined to be, 
“measures that protect and defend information 
and information systems by ensuring their
availability, integrity, authentication,
confidentiality, and non-repudiation.”

“These measures include providing for 
restoration of information systems by 
incorporating protection, detection, and
reaction capabilities.”

Source: National Security Telecommunications and 
Information Systems Security Instruction (NSTISSI) No. 
4009, Revised 2003



Apply layered & complementary 
defenses
Do all: Protect, Detect, and React
Not all solutions are technical
Support those tackling the hard 
problems with policy and resources



Trusted devices on secured AP
Un-trusted devices on open AP (outside 
firewall: can only talk to the internet)
Alt: Use PPTP, IPSec or other VPN to 
tunnel in to trusted network
Constantly scan hosts (nmap) and 
analyze traffic (ntop, Snort, etc.)

“Trust, but verify,” Ronald Reagan



Source: “How FreeNAC Works” 
http://freenac.net/en/products/solutionhttp://freenac.net/en/products/solution

http://freenac.net/en/products/solution
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http://vig.prenhall.com/catalog/academic/product/0,1144,01314757http://vig.prenhall.com/catalog/academic/product/0,1144,0131475738,00.html38,00.html

http://vig.prenhall.com/catalog/academic/product/0,1144,0131475738,00.html
http://vig.prenhall.com/catalog/academic/product/0,1144,0131475738,00.html


Operation “Cyberslam”
 

(2003-04)
Israeli “Trojan Horse”

 
(2005)

“GhostNet”
 

(2008-09)



“The first case of its kind involving a DDoS for commercial 
advantage or for hire”

1 directing, 1 managing, 4 “consulting”
DDoS for cash, free server, free shell account
Purchase of ISP, hired “consultant”

 

($120K/yr)
“ u gotta

 

keep ane

 

eye on it...cuz

 

they could null route the ip

 

and change 
the dns...and it would be back up.” [sic]

5,000-10,000 custom “Agobot” hosts (1 person)
Special web attack methods to avoid DDoS mitigation
Special DNS attack to defeat distributed DNS service

Over 20,000 more bots (3 other individuals)
Reported US$2M in damages to targets & their NSPs

http://www.reverse.net/operationcyberslam.pdf



Lee Walker
“sorCe”

(10,000 bots)

Jay Echouafni (37), CEO
Orbit Communications Corp.

(Satellite TV Retailer, MA)

Johnathan Hall
“rain”

(5,000 bots)

Josh Schichtel
“emp”

(3,000 bots)

Paul Ashley (30), Net Admin
CIT/FooNet

(Web & IRC Hosting, Powell Ohio)

Richard Roby
“Krashed”

(20,000 bots)

(Fee:  free accounts and access)

$1000

RapidSatellite Expert Satellite
Lexiconn

RackSpace

Speedera
Distributed Content Akamai

Distributed Content

Weaknees

SYN flood // HTTP flood attacksImage File
downloads Search Engine attack

Purchased by Echouafni
2/04

http://www.reverse.net/operationcyberslam.pdf

“Ago” 
Agobot

Graphic 
by Kirk Bailey



Custom Trojan Horse Key Logger, installed 
and run for PI firms in Israel
One year+ operation
US$4000/host
Bypassed all AV and IPS

18 arrests (primary suspects a couple and 
their 17 year old son)
100+ pieces of computer equipment seized
Caught because of mistake, not detection



SecDevGroup & Monk Centre, U. 
Toronto, Canada
June 2008 – March 2009
Victims: Foreign embassies, Tibetan government in 
exile, development banks, media orgs, student orgs, 
NGOs, multi-national consulting agencies, etc.

1,295 infected computers in 103 
countries 
Took control of botnet to observe use

http://www.infowarhttp://www.infowar--monitor.net/ghostnetmonitor.net/ghostnet

http://www.infowar-monitor.net/ghostnet
http://www.infowar-monitor.net/ghostnet
http://www.infowar-monitor.net/ghostnet
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