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Static access-control list at the head-
end of the GRE tunnel on UW router 
which terminates it.
Other than a few per-host exceptions, and a few per-
protocol exceptions (NTP and ISAKMP), it prevents the 
following: 

• Outside ICMP echo requests (ping) 
• Outside access to UDP non-ephemeral ports 

ports 1-1024)
• Outside access to any TCP port where the packet

is not considered "established" (i.e. non-solicited
TCP traffic) 




