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NSF ARF
Cyber Security Pilot Program

Year 1: 12-Month Effort



SLIDE 2

Background

� National Science Foundation (NSF) has identified 
the need for a Pilot Program to address 
Cybersecurity compliance for the 18 ships, 14 
Operators, of the US Academic Research Fleet 
(ARF) in order to meet the IMO Cybersecurity 
and DFARS 252.204.7012 requirements. 
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Vendor Scope of Work

� The scope of the work of the vendor will be to aide 
each Operator to meet the 2021 IMO Cybersecurity 
Compliance.

� The intent of the IMO Cybersecurity Compliance is to 
reduce vessels-at-sea vulnerability to cyber threats of 
both:
� Information Technology (IT) and 
� Operational Technology (OT) systems. 

� The scope of the Pilot Program is for each vessel 
operator to obtain IMO Compliance by having a 
documented Cybersecurity Risk Management (CRM) 
Plan incorporated in their Safety Management System 
(SMS) at the time of their first External ABS Document 
of Compliance (DoC) Survey in 2021.

BIMCO Guidelines details compliance
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NSF ARF: Operators, Owners and Class
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Operator Priority List

� Operator’s 2021 ABS DoC Survey Dates drive the Operator Priority List
� Operators need the documents no less than a month prior to the ABS Survey date
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Program Management and Contract Status Update

� NSF ARF Cybersecurity Pilot Program Management
� Meeting with Trusted CI and SATNAG Bi-Weekly
� Pam, Ken and Scott will coordinate correspondence 

and meetings with Operators

•Jim Holik
•Pam Clark

•Ken Feldman

•Scott Ferguson

� The Request for Proposal (RFP) has been released by U. Hawaii
� The RFP will be open through 26 October 2020.
� Review Team will assess the competitive RFP.
� Target Contract to be awarded by the end of November 2020
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Questions?


